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Data sensitivity - Public

Planning &

masterplanning

In Britain, getting planning approval
takes too long and costs too much.

Utilities
Water, electricity, gas and telecoms

companies answer to shareholders
and have separate regulators.

Political & stakeholder
engagement

Successful projects start with a
shared vision that emphasises
integration and sustainability.

Understanding the problem

=
£

Appraisal frameworks

Britain has been disadvantaged by its
current appraisal system compared
to other modes.

Funding & investment

Cities compete for funding from
central government and compete
between modes for local funding.

Dedicated expertise

Shortage of dedicated light rail
expertise and no specific light rail
standards.
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What can we do aboutit

A 10-step plan...
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Decision making

£ B

Devolve decision making

to local bodies with legal and financial powers and multi -year
funding allocations, guarding against political cycles.

Empower an independent body

Such as NISTA to stabilise planning and funding supported by
cross-party consensus building forums.

Shift appraisal language and criteria

toward inclusive, integrated value assessments that reflect
social, environmental and economic impacts
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Utilities
Utilities

Water, electricity, gas and telecoms companies answer
to shareholders and have separate regulators.

Develop a national utilities database

for accurate asset mapping and proactive maintenance, improving
coordination and reducing delays.

Coordinate utilities and regulators

under expanded NITSA scope to align incentives and improve
collaboration within infrastructure delivery programmes.

Promote collaboration over competition

across transport modes and urban centres, leveraging economies of
scale and integrated mobility solutions.

Egis in the UK



Expertise

Dedicated expertise
Shortage of dedicated light rail expertise

and no light rail specific standards.

Create a light rail centre of excellence

to develop standards, pool expertise, and facilitate joint
procurement, addressing overengineering and cost issues

A national approved suppler framework

would consolidate specialist knowledge and enable cost and
skills sharing
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Engagement

Reform consultation

by focusing on vision and mission, engaging younger people, capping
consultation cycles and including environmental assessments earlier.

Use technology

like BIM, Al and VR to improve planning, stakeholder engagement and
risk management.

Egis in the UK
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Are we finally learning
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If you wish to review the paper behind this
presentation, scan the QR Code
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@ Complete Cyber

UK LIGHT RAIL CONFERENCE - 30 JUNB 1 JULY 2026

Out of Scope,
Not Out of Reach

Cyber risk in light rail, trams and very light rail, and why being outside the regulations is no longer the
same as being safe & secure.

Evan JonesDirector & Commercial CEO, Complete Cyber


http://completecyber.co.uk/

@ Complete Cyber

WELCOME TO
OUR COMPANY

Transportation,especiallythe Railway,Energyand Manufacturingsectors,are
keyindustriesin the UKwhere OperationalTechnologyOT)is vital.

The landscape of cybersecurity changes as these systems grow more
interconnectedbringing opportunities and threats.

Protectingthe v I (i Aifrgstudture, the stability of the economy,and public
safetyall dependheavilyon the resilienceandsecurityof OTsettings

Thispresentationexploresour solution for OT Cybersecurityin the UK/EUand
InternationalMarketstoday, specificallyfor the OT/ITsSectorsemphasisinghe
maindangers]egalframeworks,andbestpracticesto reducevulnerabilitiesand
improvesecurity
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THE REGULATORY POSITION CompleteCyber‘

| 4 | | 4 | y

Under theNIS Regulations 201&he Department for Transport is the competent
authority for rail. An operator only becomes @perator of Essential Services (OES) WHERE THE LINE FALLS TODAY

once it crosses DfT thresholds tied to scale of service.
@ In scope (OES)
Network Rail - makfine operators - London

Undergroundr high-volume, safetycritical,

Most tram and light rail systems fédelow those thresholdsso the formal duties, clearly above threshold.

audits and incidenteporting that bind heavy rail and the Underground simply do

not bite. The largest networks are the exception, sitting close to or over the line. _
@ Typically out of scope

Most trams & light rail: Metrolink, NET,
Supertram, West Midlands Metro, Edinburgh
Trams, Blackpool, plus all very light rail.

Attackers do not read the threshold tables. The same trams, points, ticketing and
passenger systems are exposed whether or not a regulation names them, and . ‘
the incoming Cyber Security & Resilience Bill is widening the net.

® Complete 03



WHY IT MATTERS

Complete Cyber
A light rail system Is a connected system

Trams and metros run on the same blend of operational technology, IT and connectivity as the heavy networks, often wkity older
leaner teams and less segregation between the two worlds.

Signalling & points

Track switching, interlockings and trackside
controllers, the safetgritical core.

Passenger information

Displays, PA, CCTV andRWVipubliefacing and
online.

® Complete Cyber

SCADA & depot control

Power, traction and depot OT, often remotely
accessible.

IT/OT convergence

Corporate networks bridged to OT via shared links

and vendors.

Ticketing & revenue

Fare machines, gatelines, contactless and back
office payments.

Supply chain & support

Maintainers and MSPs with standing access into
core systems.
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Complete Cyber
A teenager turned a city tram

¢ B’ | network into a train set
POIand WHAT HAPPENED

January 2008 Aldyear2 f R a0 dzZRASR (KS _s5RT OUN}Y &d2adasSyszs Sy
signals its track points used, learning the layout by trespassing in depots.

Over several days he-reuted moving trams. One driver steering right was forced left; the rear
carriage jJumped the rails and struck another tram. Four trams derailed and twelve people were
injured.

trams derailed - passengers injured in one of the
incidents

THE LESSON FOR LIGHT RAIL

Points and signalling are safetyitical OT. If the control channel has no authentication,
no encryption and no monitoring, a lewost attacker can move vehicles, and people get
A safety - critical OT compromise hurt. Physical safety, not just data, is on the line.

Complete Cyber 05




Complete Cyber

CABE STURY - BANSOUIARE Ransomware took the light rail

San Francisco off the books for a weekend

Muni Metro

November 2016 The HDDCryptor / ‘Mamba' ransomware spread across roughly 2,100 of the agency's computers
ticketing, scheduling, email and station kiosks, flashing 'You Hacked, ALL Data Encrypted' on fare
terminals.

- 2 1 O O It was not even a targeted 'spray and pray' infection. Muni opened the gates and let riders travel
, free rather than risk safety, losing days of fare revenue while IT rebuilt from backups.

computers encrypted - two days of free fares over
Thanksgiving

THE LESSON FOR LIGHT RAIL

You don't have to be the target to be the victim. Commodity ransomware crossing from IT
into ticketing and operations means lost revenue, manual workarounds and reputational
‘ Ransomware & revenue loss damage. Backups and IT/OT separation are what kept the trains running.

Complete Cyber 06




Transport
for London

September 2024

in damages - ~10m customer records exposed -
months of disruption

‘a* Data breach & service disruption

Complete Cyber

Complete Cyber
A modern intrusion at a

multi - modal operator, DLR & Trams included

WHAT HAPPENED

The Scattered Spider group breached TfL's internal systems through social engineering, not exotic
malware. Core transport kept running, but online services, ticketing-ofate and information
boards were offline for weeks.

Data on an estimated ten million customers was accessed and recovery cost around £39m. TfL also
runs the Docklands Light Railway and London Trams, the same corporate breach reaches the light
rail estate.

THE LESSON FOR LIGHT RAIL

For multtmodal authorities, light rail rides on the shared corporate network. People and
process, phishing, helgesk resets, identity are the way in. Identity security and incident
response planning matter as much as any firewall.
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WHAT THE PATTERN REVEALS CompleteCyber‘

Four lessons that cut across every case

Different decades, countries and motives, but the same handful of truths keep surfacing for light rail.

o A

Ransomware is the headline operational risk Safety - critical OT can be reached
It rarely targets trains directly, yet it takes down ticketing, comms and ~5RT LIN2QPSR dzyl dziKSyiA O G§SR O2y (i NERf
depotst forcing manual running or free travel. move vehicles. Convergence only widens that path.
@ L)
You don't need to be targeted Low sophistication, high impact
Automated, opportunistic attacks sweep up whoever is exposed. 'We're A teenager and a helgesk phone call did real damage. People, process
too small to matter' is not a control. and identity are the soft entry points.

® Complete Cyber 08



THE VERY LIGHT RAIL OPPORTUNITY CompleteCyber‘

Build security in now 3 or inherit the debt

Very light rail, batterypowered, lightweight, increasingly autonomous systems CONNECTED BY DEFAULT
such as Coventry VLR, is being designed from a blank sheet. That is the moment

to get cyber security right. Battery & energy management
Smart BMS and charging infrastructure as new OT targets.

These vehicles are connected by default: telematics, -Oleair updates, remote
diagnostics, cloud baeknds and battery management provide a far larger attack _

- ) ) . Over - the - air updates
surface than a legacy tram. Retfitting security later is slow, expensive and

Remote software delivery, powerful, and a supphain risk if

never as effective as designing it in. unsigned.
Secure - by - design pays back Telematics & remote diagnostics
Alwayson connectivity streaming data to cloud baekds.
Standards such as IEC 62443, TS 50701 and IEC 63452 let new systems bak

segmentation, authentication and monitoring from day one: cheaper than any
later fix, and a genuine procurement differentiator.

Autonomy & sensing
More software making safety decisions means more to

assure.

® Complete 09



WHAT TO BE AWARE OF

Six considerations for every light rail operator

Separate OT from IT

Segment safetgritical control from corporate and
public networks.

Secure the supply chain

Maintainers and MSPs hold the kaysset
expectations in contracts.

® Complete Cyber

Know your estate

You can't protect what you can't see inventory
OT assets and remote access.

Align voluntarily

Adopt NCSC CAF, TS 50701 / IEC 63452 and IEC
624431 the defacto bar.

Complete Cyber

Be ready for ransomware

Tested offline backups, an IR plan and manual
fallback keep services moving.

Design new systems secure

For renewals and VLR, build in segmentation and
monitoring from the start.
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THE DIRECTION OF TRAVEL CompleteCyber‘

The gap between 'out of scope' and 'expected' is closing

The Cyber Security & Resilience Bill, introduced to Parliament in November 2025,THE TIMELINE
modernises the NIS regime, broadening scope, adding supply chain and manageggs

. . . @ NS Regulations
service providers, and strengthening regulator powers across transport.

DfT set as competent authority; OES thresholds defined.

Even where a tram operator stays formally out of scope, the expectation setby .,

. TfL attack

regulators, insurers and clients is rising. Procurement questionnaires,-cyber
A multrmodal UK operator hit ~£39m and 10m records.

insurance terms and public scrutiny increasingly assume good practice as
standard.

CS&R Bill introduced
Scope widened; supply chain & MSPs brought in.

Acting ahead of the mandate is cheaper than rdttbng under itt and

turns compliance from a cost into a competitive advantage. Next . _
@ Rising baseline

Insurer & procurement pressure makes good practice the
norm.

® Complete 11



@ Complete Cyber

@ Complete Cyber

THREE THINGS TO TAKE AWAY

S o _ . It's operational, not just data Act before the mandate
Regulation may not bind your tram network Ransomware stops service; weak OT control can Voluntary alignment now is cheaper, safer and a
the threats still do. endanger safety. market advantage.
4 N\

Helping light rail get ahead of the threat Evan Jones

OT & critical national infrastructure cyber secunityassessments, secut®-~design and managed monitoring for rail. Director & Commercial CEO
completecyber.uk

UK Light Rail Conference - 30 JgrieJuly 2026


http://completecyber.co.uk/

j Complete Cyber
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COMPLETE CYBER!
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Rutherford Appleton Laboratory Building |
Harwell Campus, Didcot, OX11 0QX /4



https://www.linkedin.com/company/19128527/admin/feed/posts/
http://completecyber.co.uk/
https://www.linkedin.com/company/19128527/admin/feed/posts/

Martin Fleetwood
Addleshaw Goddard LLP
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KEEPING YOUNG PEOPLE

SAFE AROUND TRAMS:
INITIATIVES WITH UK SCOUTS

Martin Fleetwood FCILT

1 JULY 2026

O ADDLESHAW
d GODDARD



WHO ARE THE SCOUT ASSOCIATION?

A Established 1907 by Robert Baden-Powell (Guiding followed in 1909)
ACurrent] y the UKOG6s | argest youth organisation
Aover 420,000 young people aged 4-25 in 6 age grouped sections
ASupported by around 140,000 adult volunteers
AProvide a set of principles based on a system of values and delivered by the Scout Method
A Core values of Integrity, Respect, Care, Belief and Cooperation
A scout Method puts principles into practice through experiential learning, primarily through:
A Learning by doing
A Team systems

A Symbolic frameworks

A Using the outdoors as its primary setting

Squirrels BENMES cubs SCOUTS  @explorers  network

4-6 years 6-8 years 8-10%: years 10%2-14 years 14-18 years 18-25 years

QO



THE RAIL INDUSTRY AND RAIL SAFETY FOR YOUNG PEOPLE

ARail Safety Partnership between the Rail Industry and the Scout Association
ARail Industry is led by Network Rail
AGeneral Guiding principles of partnership:
ASafety of people around railway assets
AEncourages safe use of railways and tramways
Acovers all rail, although primary focus is heavy rail due to size of network

AFocus is on the way young people are likely to interact with rail assets
A
O

Scouts

ot @
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THE 5 KEY SAFETY MESSAGES

£ KO [ v

Electricity is Trains are If you think Distracted? See it, Say it,
always on. quiet — you someone’s in You've Sorted!
and can jump. can't hear need of help, crossed the
them coming trust your line... (Text 61016)
instinct
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GETTING THE MESSAGE ACROSS

A Different methods for different age ranges
AGaining badges T all Scouts love a badge!
ATaking part in activities 7 learning by doing
AYounger Scouts T more game based and asking about feelings
Aolder Scouts i videos and opportunities for discussions and sharing views
AGetting out and about to experience railways and tramways
AI\/Ianaged trips
AExpeditions




SAFETY BADGES

Just a few of the badges...

Station visits / adopt a rail station — Platform’s for Change

Rail Industry sponsored, Personal Safety badges — Beavers and
Cubs.

Track and Train Programme — Community Impact for Scouts

Track and Train Team — Explorer Scouts / Young Leaders

+

Platforms
for Change

I

r\ﬁn
O

Track and
Train Team

[E]
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ACTIVITIES FOR SCOUT SECTIONS

Squirrels- Play Train Controller
Crossing

3

“Learn about staying safe at the rallwml as you try this twist on 'red light,
green light’
Activity Details You'll need

Time: 10 mins

Cost F *Torch
ost: Free :
*Cones or something to
Where? Indoors / - .
‘ Outdoors mark a starting point, end

point, and railway danger
zone

For: Whole section
Works Towards
n )

=/ =

Squirrels Be Active, Beavers Safety, Cubs Personal Safety activity badges, Beavers Teamwark
and Cubs Teamwork Challenge Awards and Platforms for Change Blanket Badge

Platforms
for Change
]

Link to the webpage, including PDF -
Play train controller crossing | Activities | Scouts

y

Beavers- All Aboard the Train

How do you stay safe at a level crossing? Find out, then get on board
the train game to test your knowledge.

Activity Details
Time: 10 mins

Cost: Free

Where? Indoors /
Outdoors

For: Whole section

Works Towards

You’ll need
No equipment needed

Platforms

'ﬂ for Change

Beavers Safety activity badge, The Platforms for Change blanket badge

Link to the webpage, including PDF -
All aboard the train | Activities | Scouts

Storiés are a great way for
young people to grow

| T GAMES,

Cubs & Scouts -
Trains and Ladders

Try this twist on human snakes and ladders, as you make right and
wrong choices along the train tracks.

Activity Details What you’ll need

Time: 1 hr +Around 30 cones, hoops or

Cost Free squares to mark out the board or

Where? Outdoors / Indoors / masking tape or chalk

At camp *Decision cards print-outs

For: whole Section (in teams) +Dice, ideally large dice, such as
foam dice

Works towards

Platforms
for Change

Cubs Personal Safety Activity Badge, the Platforms for Change blanket badge

Link to webpage, including PDF -
Play Trains and Ladders | Activities | Scouts

o

ETC.

Explorers — Railway Safety

Understand the dangers of trespassing on the railway.

Harrison’s story

11-year-old Harrison Ballantyne was out playing with his friends. He

didn’t know that morning was the last time he’d see his family, it'd be his

last day at school and the last time he would be out with his friends.

Activity Details

Time: 30 mins
Cost: Free
Where? Indoors
For: Whole section

Works Towards

Platforms
for

You’'ll need

*Device with access to
the internet

*Scrap paper

*Pens or pencils

Community Impact stages 1-4 (Requirement ane), Platforms for Change blanket badge

Link to the video - Railway safety | Activities | Scouts

The railway’s full of hidden dangers.

QO



ACTIVITIES FOR SCOUT SECTIONS [I'T GETTING OUT AND ABOUT

Get to know your local station Take a journey on a tram or a Go on a hike and safely navigate
Maybe adopt it?

train crossing a rail line

Think you're lost?
(stop, check, don’t panic!)

Foot Crossings
{(common in rural areas)

a
g




GETTING THE MESSAGE OUT TO SCOUT LEADERS

Scouts Website In-person events

Webinars

QO





























































































































http://www.precastadvancedtrack.com/
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