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What is Britainõs problem with 
Light Rail ? 



Appraisal frameworks
Britain has been disadvantaged by its 

current appraisal system compared 
to other modes. 

Political & stakeholder 

engagement
Successful projects start with a 

shared vision that emphasises 

integration and sustainability.

Planning & 

masterplanning
In Britain, getting planning approval

takes too long and costs too much.

Utilities
Water, electricity, gas and telecoms 

companies answer to shareholders 
and have separate regulators.

Funding & investment
Cities compete for funding from 

central government and compete 
between modes for local funding.
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Understanding the problem

Dedicated expertise
Shortage of dedicated light rail 

expertise and no specific light rail 
standards.



What can we do about it?
 
A 10-step plan...
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Decision making

Devolve decision making

to local bodies with legal and financial powers and multi -year 

funding allocations, guarding against political cycles.

Empower an independent body

Such as NISTA to stabilise planning and funding supported by 

cross-party consensus building forums.

Shift appraisal language and criteria

toward inclusive, integrated value assessments that reflect 

social, environmental and economic impacts

Funding & investment
Cities compete for funding from central 

government and compete between 
modes for local funding.
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Utilities

Develop a national utilities database

for accurate asset mapping and proactive maintenance, improving 

coordination and reducing delays. 

Coordinate utilities and regulators

under expanded NITSA scope to align incentives and improve 

collaboration within infrastructure delivery programmes. 

Promote collaboration over competition

across transport modes and urban centres, leveraging economies of 

scale and integrated mobility solutions.

Utilities
Water, electricity, gas and telecoms companies answer 

to shareholders and have separate regulators.
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Expertise

Create a light rail centre of excellence 

to develop standards, pool expertise, and facilitate joint 

procurement, addressing overengineering and cost issues

A national approved suppler framework

would consolidate specialist knowledge and enable cost and 

skills sharing

Dedicated expertise
Shortage of dedicated light rail expertise 

and no light rail specific standards.



9

Egis in the UK 

Engagement

Reform consultation

by focusing on vision and mission, engaging younger people, capping 

consultation cycles and including environmental assessments earlier. 

Use technology

like BIM, AI and VR to improve planning, stakeholder engagement and 

risk management.

Planning & 

masterplanning
In Britain, getting planning approval

takes too long and costs too much.



Are we finally learning from Europe?

Three reasons to be optimisticêê
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If you wish to review the paper behind this 

presentation, scan the QR Code

READ THE REPORT
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Out of Scope,
Not Out of Reach
Cyber risk in light rail, trams and very light rail, and why being outside the regulations is no longer the 

same as being safe & secure.

Evan JonesDirector & Commercial CEO, Complete Cyber

http://completecyber.co.uk/


WELCOME TO 
OUR COMPANY
Transportation,especiallythe Railway,Energyand Manufacturingsectors,are

keyindustriesin the UKwhereOperationalTechnology(OT)isvital.

The landscape of cybersecurity changes as these systems grow more

interconnected,bringingopportunities and threats.

Protectingthe ƴŀǘƛƻƴΩǎinfrastructure, the stability of the economy,and public

safetyall dependheavilyon the resilienceandsecurityof OTsettings.

Thispresentationexploresour solution for OTCybersecurityin the UK/EUand

InternationalMarketstoday,specificallyfor the OT/ITsSectorsemphasisingthe

maindangers,legalframeworks,andbestpracticesto reducevulnerabilitiesand

improvesecurity.
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T H E  R E G U L A T O R Y  P O S I T I O N

˽̘̙̥̚ ̣̝̒̚ ̤̥̤̚ ̝̣̘̖̝̪̒ ̠̦̥̤̖̚̕ ̥̙̖ ̣̦̝̖̤з ̗̠̣ ̨̟̠

Under the NIS Regulations 2018, the Department for Transport is the competent 

authority for rail. An operator only becomes an Operator of Essential Services (OES)

once it crosses DfT thresholds tied to scale of service.

Most tram and light rail systems fall below those thresholds, so the formal duties, 

audits and incident-reporting that bind heavy rail and the Underground simply do 

not bite. The largest networks are the exception, sitting close to or over the line.

T h e  p a r a d ox

Attackers do not read the threshold tables. The same trams, points, ticketing and 

passenger systems are exposed whether or not a regulation names them, and 

the incoming Cyber Security & Resilience Bill is widening the net.

W HE R E T HE L I NE  FA LL S T O D AY

In scope (OES)
Network Rail · main-line operators · London 

Underground τhigh-volume, safety-critical, 

clearly above threshold.

Typically out of scope
Most trams & light rail: Metrolink, NET, 

Supertram, West Midlands Metro, Edinburgh 

Trams, Blackpool, plus all very light rail.

̦̥̀ ̠̗ ̡̤̠̖̔ ю ̠̦̥ ̠̗ ̟̘̖̣̒̕˟
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W H Y  I T  M A T T E R S

A light rail system is a connected system
Trams and metros run on the same blend of operational technology, IT and connectivity as the heavy networks, often with olderkit, 

leaner teams and less segregation between the two worlds.

Signalling & points
Track switching, interlockings and trackside 

controllers, the safety-critical core.

SCADA & depot control
Power, traction and depot OT, often remotely 

accessible.

Ticketing & revenue
Fare machines, gatelines, contactless and back-

office payments.

Passenger information
Displays, PA, CCTV and Wi-Fi: public-facing and 

online.

IT / OT convergence
Corporate networks bridged to OT via shared links 

and vendors.

Supply chain & support
Maintainers and MSPs with standing access into 

core systems.
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C A S E  S T U D Y  ·  O P E R A T I O N A L  
T E C H N O L O G Y

ϕΒ̕Ї˝
Poland
January 2008

4 / 12
trams derailed · passengers injured in one of the 

incidents

Safety - critical OT compromise

A teenager turned a city tram 
network into a train set

W H A T  H A P P E N E D

A 14-year-ƻƭŘ ǎǘǳŘƛŜŘ ǘƘŜ _ƽŘȋ ǘǊŀƳ ǎȅǎǘŜƳΣ ǘƘŜƴ ƳƻŘƛŦƛŜŘ ŀ ¢± ǊŜƳƻǘŜ ǘƻ ǎŜƴŘ ǘƘŜ ǎŀƳŜ ƛƴŦǊŀ-red 

signals its track points used, learning the layout by trespassing in depots.

Over several days he re-routed moving trams. One driver steering right was forced left; the rear 

carriage jumped the rails and struck another tram. Four trams derailed and twelve people were 

injured.

T HE  LE SS O N FO R  L I GHT  R AI L

Points and signalling are safety-critical OT. If the control channel has no authentication, 

no encryption and no monitoring, a low-cost attacker can move vehicles, and people get 

hurt. Physical safety, not just data, is on the line.
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C A S E  S T U D Y  ·  R A N S O M W A R E

San Francisco
Muni Metro
November 2016

~2,100
computers encrypted · two days of free fares over 

Thanksgiving

Ransomware & revenue loss

Ransomware took the light rail 
off the books for a weekend

W H A T  H A P P E N E D

The HDDCryptor / 'Mamba' ransomware spread across roughly 2,100 of the agency's computers τ

ticketing, scheduling, email and station kiosks, flashing 'You Hacked, ALL Data Encrypted' on fare 

terminals.

It was not even a targeted 'spray and pray' infection. Muni opened the gates and let riders travel 

free rather than risk safety, losing days of fare revenue while IT rebuilt from backups.

T HE  LE SS O N FO R  L I GHT  R AI L

You don't have to be the target to be the victim. Commodity ransomware crossing from IT 

into ticketing and operations means lost revenue, manual workarounds and reputational 

damage. Backups and IT/OT separation are what kept the trains running.
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C A S E  S T U D Y  ·  I T  I N T R U S I O N

Transport
for London
September 2024

£39m
in damages · ~10m customer records exposed · 

months of disruption

Data breach & service disruption

A modern intrusion at a 
multi - modal operator, DLR & Trams included

W H A T  H A P P E N E D

The Scattered Spider group breached TfL's internal systems through social engineering, not exotic 

malware. Core transport kept running, but online services, ticketing back-office and information 

boards were offline for weeks.

Data on an estimated ten million customers was accessed and recovery cost around £39m. TfL also 

runs the Docklands Light Railway and London Trams, the same corporate breach reaches the light 

rail estate.

T HE  LE SS O N FO R  L I GHT  R AI L

For multi-modal authorities, light rail rides on the shared corporate network. People and 

process, phishing, help-desk resets, identity are the way in. Identity security and incident-

response planning matter as much as any firewall.
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W H A T  T H E  P A T T E R N  R E V E A L S

Four lessons that cut across every case
Different decades, countries and motives, but the same handful of truths keep surfacing for light rail.

01
Ransomware is the headline operational risk

It rarely targets trains directly, yet it takes down ticketing, comms and 

depots τ forcing manual running or free travel.

02
Safety - critical OT can be reached

_ƽŘȋ ǇǊƻǾŜŘ ǳƴŀǳǘƘŜƴǘƛŎŀǘŜŘ ŎƻƴǘǊƻƭ ŎƘŀƴƴŜƭǎ ƭŜǘ ŀƴ ŀǘǘŀŎƪŜǊ ǇƘȅǎƛŎŀƭƭȅ 

move vehicles. Convergence only widens that path.

03
You don't need to be targeted

Automated, opportunistic attacks sweep up whoever is exposed. 'We're 

too small to matter' is not a control.

04
Low sophistication, high impact

A teenager and a help-desk phone call did real damage. People, process 

and identity are the soft entry points.
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T H E  V E R Y  L I G H T  R A I L  O P P O R T U N I T Y

Build security in now Эor inherit the debt

Very light rail, battery-powered, lightweight, increasingly autonomous systems 

such as Coventry VLR, is being designed from a blank sheet. That is the moment 

to get cyber security right.

These vehicles are connected by default: telematics, over-the-air updates, remote 

diagnostics, cloud back-ends and battery management provide a far larger attack 

surface than a legacy tram. Retro-fitting security later is slow, expensive and 

never as effective as designing it in.

Se cure - by - de sign  p ays ba ck

Standards such as IEC 62443, TS 50701 and IEC 63452 let new systems bake in 

segmentation, authentication and monitoring from day one: cheaper than any 

later fix, and a genuine procurement differentiator.

C O NN EC T ED  B Y  D E FAU L T

Battery & energy management
Smart BMS and charging infrastructure as new OT targets.

Over - the - air updates
Remote software delivery, powerful, and a supply-chain risk if 

unsigned.

Telematics & remote diagnostics
Always-on connectivity streaming data to cloud back-ends.

Autonomy & sensing
More software making safety decisions means more to 

assure.
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W H A T  T O  B E  A W A R E  O F

Six considerations for every light rail operator

Separate OT from IT
Segment safety-critical control from corporate and 

public networks.

Know your estate
You can't protect what you can't see τ inventory 

OT assets and remote access.

Be ready for ransomware
Tested offline backups, an IR plan and manual 

fallback keep services moving.

Secure the supply chain
Maintainers and MSPs hold the keys τ set 

expectations in contracts.

Align voluntarily
Adopt NCSC CAF, TS 50701 / IEC 63452 and IEC 

62443 τ the de-facto bar.

Design new systems secure
For renewals and VLR, build in segmentation and 

monitoring from the start.
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T H E  D I R E C T I O N  O F  T R A V E L

The gap between 'out of scope' and 'expected' is closing

The Cyber Security & Resilience Bill, introduced to Parliament in November 2025, 

modernises the NIS regime, broadening scope, adding supply chain and managed 

service providers, and strengthening regulator powers across transport.

Even where a tram operator stays formally out of scope, the expectation set by 

regulators, insurers and clients is rising. Procurement questionnaires, cyber-

insurance terms and public scrutiny increasingly assume good practice as 

standard.

The  p rag ma t ic  ca se

Acting ahead of the mandate is cheaper than retro-fitting under it τand 

turns compliance from a cost into a competitive advantage.

T HE  T I M EL IN E

2018 NIS Regulations
DfT set as competent authority; OES thresholds defined.

2024 TfL attack
A multi-modal UK operator hit τ~£39m and 10m records.

2025 CS&R Bill introduced
Scope widened; supply chain & MSPs brought in.

Next Rising baseline
Insurer & procurement pressure makes good practice the 

norm.
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Complete Cyber

T H R E E  T H I N G S  T O  T A K E  A W A Y

1

̦̥̀ ̠̗ ̡̤̠̖̔ ю ̠̦̥ ̠̗ ̟̘̖̣̒̕

Regulation may not bind your tram network τ

the threats still do.

2

It's operational, not just data

Ransomware stops service; weak OT control can 

endanger safety.

3

Act before the mandate

Voluntary alignment now is cheaper, safer and a 

market advantage.

Helping light rail get ahead of the threat
OT & critical national infrastructure cyber security τassessments, secure-by-design and managed monitoring for rail.

Evan Jones

Director & Commercial CEO

completecyber.uk

UK Light Rail Conference · 30 June ς1 July 2026

http://completecyber.co.uk/


completecyber.co.uk

contactus@completecyber.co.uk

Rutherford Appleton Laboratory Building

Harwell Campus, Didcot, OX11 0QX

˽˶̅Я̄ ̅˲˽˼ ̈˺̅˹ 
COMPLETE CYBER!

Complete Cyber LinkedIn Page

https://www.linkedin.com/company/19128527/admin/feed/posts/
http://completecyber.co.uk/
https://www.linkedin.com/company/19128527/admin/feed/posts/


Martin Fleetwood
Addleshaw Goddard LLP
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KEEPING YOUNG PEOPLE 
SAFE AROUND TRAMS:
INITIATIVES WITH UK SCOUTS

Martin Fleetwood FCILT



W H O  A R E  T HE  S CO UT A S S O CI AT I O N ?

ÅEstablished 1907 by Robert Baden-Powell (Guiding followed in 1909)

ÅCurrently the UKôs largest youth organisation

ÅOver 420,000 young people aged 4-25 in 6 age grouped sections

ÅSupported by around 140,000 adult volunteers

ÅProvide a set of principles based on a system of values and delivered by the Scout Method

ÅCore values of Integrity, Respect, Care, Belief and Cooperation 

ÅScout Method puts principles into practice through experiential learning, primarily through:

ÅLearning by doing

ÅTeam systems

ÅSymbolic frameworks

ÅUsing the outdoors as its primary setting



T HE  R A I L  I ND U S T RY  A N D RA I L  S A F E T Y  F O R  Y O UN G  P E O P L E

ÅRail Safety Partnership between the Rail Industry and the Scout Association  

ÅRail Industry is led by Network Rail

ÅGeneral Guiding principles of partnership:

ÅSafety of people around railway assets 

ÅEncourages safe use of railways and tramways 

ÅCovers all rail, although primary focus is heavy rail due to size of network

ÅFocus is on the way young people are likely to interact with rail assets 



T HE  5  K E Y  S A F E T Y  M E S S A G E S



G E TT I N G  T H E  ME S S A G E  A C R O S S

ÅDifferent methods for different age ranges

ÅGaining badges ï all Scouts love a badge!

ÅTaking part in activities ï learning by doing

ÅYounger Scouts ï more game based and asking about feelings 

ÅOlder Scouts ï videos and opportunities for discussions and sharing views

ÅGetting out and about to experience railways and tramways

ÅManaged trips 

ÅExpeditions 



S A FE TY  B A D G E S



A C T I V I T I E S  F O R  S C O U T S E C T I O NS  I  ï G A ME S ,  E T C .



A C T I V I T I E S  F O R  S C O U T S E C T I O NS  I I  ï G E TT I N G  O U T A N D  A B O U T

Get to know your local station 

Maybe adopt it?

Take a journey on a tram or a 
train

Go on a hike and safely navigate 
crossing a rail line



G E TT I N G  T H E  ME S S A G E  O U T TO  S C O U T L E A D E R S

Scouts Website In-person events Webinars
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